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ABSTRACT

We present a technique to enhance the 802.11 link layer ef-
fectiveness by changing the scope of the standard 802.11
error detection step for speech packets. More specifically
the proposed technique instructs the link layer to retransmit
speech packets only if errors are detected in the most per-
ceptually sensitive bit class, instead of plainly retransmit-
ting all corrupt packets irrespective of error position. Ex-
periments performed using the GSM-AMR speech coding
standard showed that end-to-end delays are considerably re-
duced with respect to the reference case, while speech qual-
ity improves since the negative effect of errors in the less
perceptually important bits is counterbalanced by the lower
number of speech packets discarded because of retransmis-
sion limits.

1. INTRODUCTION

In recent years the IEEE 802.11 wireless standard has been
adopted in an increasing number of places: many shopping
malls, airports, train stations, universities, have now wire-
less infrastructures to provide people with tetherless access
to the Internet. At the same time several portable devices,
laptops, and even motor vehicles come with wireless sup-
port to benefit from the communication opportunities of-
fered by ubiquitous network accessibility. This emerging
scenario is creating the basis a large deployment of wireless
multimedia applications.

So far, wireless LAN’s have been mainly designed and
developed to provide Internet based services. A strong in-
terest is, however, emerging towards multimedia applica-
tions, and in particular towards interactive voice applica-
tions. WLAN-based telephony, in fact, can bring to the
wireless environment all the typical advantages of Voice
over IP, including the adotion of a single infrastructure for
both data and voice traffic.
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Fig. 1. IEEE 802.11-based network communications sce-
nario.

However several challenges need to be addressed to
provide successful interactive multimedia applications over
a network originally designed for generic data traffic and
characterized by potentially high error rates. Multime-
dia data require a completely different network behavior:
throughput is no more the only parameter for measuring
network performance, and packet losses can be –to some
extent– tolerated if counterbalanced by timely packet de-
livery. Multimedia communications have strictly bounded
quality of service requirements in terms of packet losses,
end-to-end delays and jitter [1]. For example interac-
tive voice communications require an end-to-end delay not
greater then 150 ms, thus heavily restricting the possibility
to retransmit lost or corrupted packets.

Moreover, in a wireless scenario, where packet losses
are above all due to channel errors, audio and video appli-
cations prefer damaged packets over lost packets, i.e., mul-
timedia compression algorithms provide a certain degree of
error resilience so that the decoder can tolerate corrupted
packets. Traditional cellular voice applications already ben-
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efit from Unequal Error Protection (UEP) schemes: speech
data bits are classified by their importance in different
groups and only the most valuable ones are protected by
Forward Error Correction codes [2]. Current WLAN’s pro-
tocols do not support this characteristic and packet contain-
ing only a small part of corrupted data are often discarded.

In this paper we propose to modify the link layer of
IEEE 802.11 networks to better support voice communica-
tions allowing partially corrupted packets to be forwarded
(and not discarded) without requiring additional retransmis-
sions. IEEE 802.11 MAC layer provides a checksum to
prevent forwarding of erroneous frames, if a bit or more
are corrupted the packet is discarded and the sender will
retransmit the data until a maximum retransmission limit is
reached [3]. Since speech data bits are known to have differ-
ent perceptual importance, they can be packed in sensitivity
order and a checksum can be applied only to the most im-
portant subset. Partial checksum will prevent useful frames
to be dropped and will reduce the number of retransmis-
sions, thus reducing the network load and delay when the
error probability is high.

Previous work addressed the problem of multimedia
transmission over lossy networks suggesting to apply partial
checksums to the UDP transport protocol [4]: if the packet
is received with errors, it is delivered to the application only
if the checksummed bits are correct, otherwise the packet
is dropped. This solution manages to preserve useful data
for use by the application layer, but even higher gains can
be achieved if the idea is implemented at the link layer (as
already mentioned in [5]): hop–by–hop retransmission, in
the case of wrong checksum, is very fast, and the delivery
of an “acceptable” packet can be pursued with lower delay.

The paper is organized as follows. In Section 2, we in-
troduce the wireless Voice over IP scenario and the used
speech coder. In Section 3, we describe the proposed partial
checksum scheme. Results and conclusions are presented in
Section 4 and 5, respectively.

2. VOICE COMMUNICATIONS
OVER 802.11 WLAN’S

Voice over IP over wireless packet networks is becoming
increasingly attractive. However two-way conversational
applications are characterized by stringent requirements on
end-to-end delay and packet losses can not increase too
much to prevent significant perceptual degradation.

The WLAN environment is quite challenging on two
counts: the wireless link is inherently noisy, due to fad-
ing and interference; the contention-based Medium Access
Control (MAC) layer and the retransmission-based error
control scheme may introduce strong delays.

Efficient WLAN-based telephony systems must thus be
designed carefully to overcome the difficulties of the envi-

ronment if toll quality service is to be delivered.

2.1. IEEE 802.11 Wireless LAN’s

Users may conveniently access the Internet via Wireless
LAN technology. Bridging functionality is provided by ac-
cess points that interconnect wireless nodes to the wired in-
frastructure, i.e. the IEEE 802.11 WLAN in infrastructure
mode.

The IEEE 802.11b physical layer describes a Direct Se-
quence Spread Spectrum (DSSS) system with an 11 Mbps
bit-rate [3]. The MAC sublayer is responsible for the chan-
nel allocation procedures, frame formatting, error checking,
fragmentation and reassembly. The fundamental transmis-
sion medium defined to support asynchronous data trans-
fer on a best effort basis is called Distributed Coordination
Function (DCF). It operates in a contention mode requir-
ing all stations to contend for access to the channel for each
packet transmitted. Contention services promote fair access
to the channel for all stations.

In the IEEE 802.11 MAC, each data-type frame con-
sists of the following basic components: a MAC header, a
variable length information frame body, and a Frame Check
Sequence (FCS). This last field is a 32-bit checksum used to
verify the integrity of the data-unit. Upon packet transmis-
sion the destination station compares the packet FCS with
a new one computed over all the received MAC bits. Only
if all the bits are correct the two FCS’s match each other
and the packet is positively acknowledged by sending an
ACK frame back to the source station. When, after a net-
work error, an ACK is not received, the source station con-
tends again for the channel to transmit the unacknowledged
packet and, in case of further error, retries until a maximum
retry limit is reached.

2.2. The GSM AMR-WB Speech Coding Standard

The GSM Adaptive Multi-Rate Wideband (AMR-WB)
standard [6] is a state-of-the-art ACELP coder with 9 modes
operating at bitrates from 6.6 kb/s to 23.85 kb/s. The coder
modes are integrated in a common structure, where the bi-
trate scalability is obtained by adjusting the quantization
schemes for the different parameters. The frame size is 20
ms, consisting of 4 sub-frames of 5 ms each.

Before transmission the speech encoder output bits are
ordered according to their subjective importance. The re-
ordered bits are further divided into three classes accord-
ing to their importance: Class A, Class B, and Class C [2].
Class A contains the bits most sensitive to errors and any er-
ror in these bits typically results in a corrupted speech frame
which should not be decoded without applying appropriate
error concealment. Class B and C contain bits where in-
creasing error rates gradually reduce the speech quality, but
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decoding of an erroneous speech frame is usually possible
without annoying artifacts.

3. PARTIAL CHECKSUM PROTECTION FOR
WIRELESS REAL-TIME MULTIMEDIA

Modern multimedia applications and coding standards can
often deal with corrupted frames better than with lost ones.
Error resilience and sophisticated error concealment tech-
niques, in fact, can hide quite well the perceptual effect of a
limited number of erroneous bits.

In wireless scenarios multimedia communications heav-
ily suffer from the error prone nature of the radio channel.
Bit error rates as bad as ������� can be experienced depending
on the environment, moving speed, and interfering traffic.
IEEE 802.11 protocol standard implementations prevent er-
roneous packets to be forwarded to the next hop or to be re-
ceived by the application. Checksums on the MAC and on
the UDP data units force corrupted packets to be dropped
wherever the bit errors occur. Since multimedia data bits
have a different error sensitivity and some errors can be tol-
erated or concealed more than others, a new protocol stack
would be advisable to reduce or avoid unnecessary packet
discarding when only unimportant bits are affected.

A modified version of UDP, called UDP Lite [4], pro-
poses a partial checksum on the UDP data unit to protect
only the UDP header and the sensitive part of the payload. If
an error occurs in the checksummed bits, the receiver should
drop the packet, otherwise it is passed to the application.
The UDP lite header is the same as the UDP header except
for the (redundant) UDP length field that has been replaced
by the UDP Lite coverage field, where the sending applica-
tion can specify how many bytes, starting from the first byte
of the header, are sensitive to errors. Using this feature the
application can then inform the network layers to accept er-
rors in part of the data payload in order to reduce the number
of unnecessarily discarded packets at the receiver.

As already proposed in [7] UDP Lite should be used as a
transport protocol in error tolerant networks where the link
layer does not check the integrity of its data units or where
this feature can be disabled for UDP Lite packets. How-
ever for wireless networks, with periods of heavy fading and
interference, the link layer cannot avoid checksumming its
header to prevent misdelivered packets. Furthermore partial
checksum policy in the IEEE 802.11 MAC protocol could
be preferred because forces hop-by-hop retransmission of
heavily corrupted packets and not only detection at the re-
ceiver as in the UDP case.

3.1. Link-Layer Partial Checksum

In the following we present a partial checksum implemen-
tation for the IEEE 802.11 MAC layer: the reduction of

the amount of checksummed bits lessens the number of
dropped packets and shortens the average end-to-end delay,
and, even if more packets are received partially corrupted,
it is showed to effectively increase the perceived quality of
voice communications.

In order to deliver uncorrupted data over an error prone
transmission channel, IEEE 802.11 standard allows retrans-
mission of erroneous packets. A 32-bit checksum that cov-
ers the whole MAC data unit is used to verify the data
integrity and a single bit error is sufficient to discard the
packet. If an acknowledgment of successful reception is not
sent back to the sender, the packet is transmitted again.

Mathematically the Packet Error Rate (PER) is ex-
pressed by the equation�	��

� ����������� ��
	��� (1)

where � represents the number of checksummed bits per
packet and � ��
 is the Bit Error Probability. If a maximum
of ����� retransmissions are allowed the Packet Loss Rate
(PLR), that is the probability of N unsuccessful transmis-
sions, is �	��
����	��
��! 

(2)

A partial checksum solution for real-time multimedia
data, where only "$#%� bit of the payload are checked
for integrity, reduces the Packet Loss Rate. For example,
in a 23.85 kb/s GSM AMR-WB speech communication 72
bits out of 477 should be protected for each speech frame
(no channel overhead is considered at the moment).

In a wireless network retransmission occurs for every
hop that must be traversed from the source to the desti-
nation node. Each retransmission force the wireless node
to contend again for the channel introducing variable and
longer delay especially during high channel load. Moreover
bad channel behavior increases the number of retransmis-
sions and worsens channel congestion. If the Packet Error
Rate for a partial checksummed packet is lower, the average
number of retransmissions, given by

� � �& '
( �
) ����� �	��
	���	��


'
��� � ���� �	��
 (3)

decreases too allowing timely delivery, but also reduced
traffic.

Furthermore, by comparing the benefits of UDP and
MAC partial checksum, we should notice that wired to wire-
less voice communications are a very attractive scenario for
the latter solution.

Figure 1 presents a typical VoIP transmission between
a mobile node and a wired terminal. In that scenario the
time a packet spend to reach its destination could be rea-
sonably assumed to be higher than 75 ms. Considering that
the end-to-end delay tolerated by an interactive speech com-
munication is at most 150 ms, two transmission can hardly
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be allowed. So, if the packet integrity is only checked at
the receiver the possible choices for an erroneous packet are
only two: discard the packet or forward it to the applica-
tion. Instead, if the wireless link layer can verify a partial
checksum on the data payload, then forward and backward
packets can be quickly retransmitted over the error prone
radio link to reduce the PLR without exceeding the allowed
total delay.

Performance evaluation of the proposed technique
should not only be limited to considering the Packet Loss
Rate. Partial checksum, in fact, allows partially corrupted
packets and their effect on the decoding process has to be
taken into account. Since the checksum covers the most im-
portant bits of a speech frame, errors can only occur where
they are know to introduce limited distortion. When retrans-
missions are not allowed this guarantees a better perceived
quality compared to the case where that packet is consid-
ered lost and concealed. Retransmissions can instead play a
fundamental role in favoring total or partial checksum tech-
niques. The latter solution guarantees a lower PLR often ac-
cepting lightly corrupted packets, while the former presents
more packet losses, but it ensures the integrity of the re-
ceived ones. The next section will present simulation results
used to evaluate the decoded speech quality.

4. SIMULATIONS

Speech transmission with partial checksum over a wire-
less channel has been simulated using the Wideband GSM
Adaptive Multi-Rate coder. Different BER probabilities and
allowed number of retransmissions are considered, objec-
tive speech quality measures and informal listening tests are
then employed to compare the perceived speech quality of
the decoded streams.

At the application level speech is encoded by the 23.85
kb/s GSM AMR-WB coder in frames of 477 bits: the first
72 bits belong to Class A and should be protected by the
checksum. The checksum should also be computed over the
protocol headers used to send the multimedia data over the
network. For this purpose we employ the Real-time Trans-
port Protocol (RTP) as defined in the recent RFC 3267 [8]
that specifies the payload format to be used for AMR en-
coded speech signals. Ten control bits are present at the
beginning of the payload and additional bits are added to
the end as padding to make the payload byte aligned for a
total of 61 bytes. For the RTP and the additional UDP and
IP headers, a compression scheme has been assumed that
allows the 40-byte header to be compressed in 2 bytes as
defined for Robust Header Compression [9]. Finally each
data-type MPDU (MAC Protocol Data Unit) has a 24-byte
header plus a 4 byte checksum.

To support partial checksum at the MAC level an addi-
tional field should be introduced to specify the number of

MAC Header
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(IP/UDP/RTP)

ClassB
FCS
MAC

ClassA
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Fig. 2. Unequal Error Detection coverage (gray area).

covered bit, starting from the beginning of the MAC data
unit. Since the maximum allowed size is 2346 bytes a two
byte field is required. The total packet length at the MAC
layer is then 744 bits, but only 338 will be protected by the
partial checksum, as in Figure 2.

The time-varying error characteristic of the wireless
channel has been simulated with a two state Gilbert-Elliot
model where each state represents a Binary Symmetric
Channel [10][11]. Each state is assigned a specific constant
BER: in the “good” state (G) errors occur with low proba-
bility ��� � ��� � � , while in the “bad” state (B) they happen
with high probability ��� � ��� � � . Within one state errors
are assumed to occur independently from each other. Vary-
ing the probability to switch from the good state to the bad
state � ����� � and vice versa � ����� � different average bit error
rates can be achieved as given by the following equation

� ��
��
	 �����
� 	 ����� (4)

where
	 � and

	 � are defined as

	 � � �����
�����
�������

� 	 � � �����
�����
�������

 
(5)

In the following simulations ����� is kept constant to �  � to
have the same average burst error length ����������� � .

For simplicity we assume that state transitions occur
only at multiples of 20 ms and that a packet is entirely sent
in one of the two states (no state transitions occur in the
middle of the packet). In addition all the packet transmis-
sions are supposed to happen in the same channel state. The
packet error rate can then be expressed as�	��

�
	 � �	��
 �
� 	 � �	��
 ��� (6)

where
�	��
 � and

�	��
 � are defined as�	��
 � ��� ������������� � ��� � � �	��
 � ��� ������������� � ��� � �
(7)

while � is the number of bit covered by the checksum and� is maximum number of allowed transmissions.
At the receiver the speech frames are decoded and the

new ITU perceptual measurement algorithm, the Perceptual
Evaluation of Speech Quality (PESQ) [12], is used to mea-
sure their perceived speech quality [13]. The PESQ com-
pares the degraded speech with the reference speech (in un-
compressed PCM format) and computes an objective Mean
Opinion Score (MOS) value in a 5-point scale. In Figure 3
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Fig. 3. GSM AMR-WB performance on the test sequence
using ITU-T P.862 (PESQ) algorithm at different coding
rates.

we can initially evaluate the quality of the GSM AMR-WB
coder at different rates on the speech stream used in the sim-
ulations: 24 different clear sentences spoken by a male and
a female speaker for a total of 4800 frames and 96 seconds.

4.1. Results

A single transmission is simulated over a wireless channel at
different error rates allowing zero or three retransmissions.
Total and partial checksum performance is evaluated for the
GSM AMR-WB coding mode at 23.85 kb/s. Corrupted
packets are decoded as is without further processing by the
AMR decoder, lost frames are concealed as defined in the
standard [14]. Perceived quality results are expressed my
means of the objective quality measure given by the PESQ
MOS.

Firstly we tested the proposed solution without any re-
transmission: erroneous packets are dropped by the stan-
dard IEEE 802.11 checksum technique, while partial check-
sum forwards the packets only if errors occur in the per-
ceptually least important part of the speech payload (406
bits out of 744). Figure 4 presents the simulation results
in terms of lost and corrupted packets, and objective speech
quality at different bit error rates. With partial checksum the
percentage of received frames is clearly higher. The PESQ
score of the corresponding decoded speech also confirms
that, for the scenarios under consideration, it is better to re-
ceive and decode partially corrupted packets than to lose
them altogether.

The second simulation scenario allows a maximum of
three retransmissions: the two techniques under analysis
present different loss behavior, but also different rates given
a particular BER. Figure 5 shows that partial checksum on
speech data not only guarantees higher perceived quality for
the received speech, but also that it is an effective solution to
reduce network load and delay in presence of high bit error
rates.
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Fig. 4. Performance in terms of (a) packet loss rate and
(b) PESQ score of IEEE 802.11 GSM AMR-WB speech
transmission at 23.85 kb/s, with total and partial checksum,
for different Bit Error Rates, without retransmissions.

When the number of allowed retransmissions increases,
the performance of the standard (i.e., full checksum) ap-
proach improves, reaching and eventually exceeding the
proposed technique. Such gains, however, come at the cost
of increased congestion, larger delays and greater amount
of traffic transmitted.

5. CONCLUSIONS

A new technique to enhance the IEEE 802.11 link-layer ef-
fectiveness for interactive speech communications has been
presented. Since speech decoders can often deal with cor-
rupted frames better than with lost ones, the standard 802.11
MAC-level error detection on the whole packet has been
limited to the most perceptually sensitive bits of a speech
frame. Retransmissions are then not required when bit er-
rors occur outside the checksum coverage, on the assump-
tion that they will result in only minor distortion. Simula-
tions performed using the GSM AMR-WB speech coding
standard show a clear improvement in speech quality: the
negative effect of errors in the less perceptually important
bits is, in fact, counterbalanced by the lower number of dis-
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carded speech packets. The proposed unequal error detec-
tion technique also reduces end-to-end delays and network
load, since successful packet delivery requires, on average,
less retransmissions.
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