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Abstract—Mobile multimedia applications, the focus of many referred to also as selective encryption) techniques have been
forthcoming wireless services, increasingly demand low-power developed for compressed image and video data. Efficient en-
techniques implementing content protection and customer cryption of MPEG compressed video was proposed in [2][4].

privacy. In this paper low complexity perception-based partial en- )
cryption schemes for speech are presented. Speech compressed bylore recently, the approach was extended to image compres-

awidely-used speech coding algorithm, the ITU-T G.729 standard Sion [5], [6].

at 8 kb/s, is partitioned in two classes, one, the most perceptually ~ Speech and audio signals are an essential component of most
relevant, to be encrypted, the other, to be left unprotected. Two multimedia applications. Not only speech services are the basis
partial-encryption techniques are developed, a low-protection f the hyge wireless telephony industry, but speech is also the
sg:heme, almed at preventing most kinds of e_avesdropplng and a ti tant t of ad d audiovi | .
high-protection scheme, based on the encryption of a larger share mos |mp.or an compopen Ol advanced au 'O,V'Sua serV|ce.s
of perceptua“y important bits and meant to perform as well as SUCh as VIdeOCOerI’enCIng a.nd news broadcast|ng. The beneﬁts
full encryption of the compressed bitstream. The high-protection of partial encryption of speech signals could thus be very signifi-
scheme, based on the encryption of about 45% of the bitstream, cant. We present partial encryption of speech compressed by the
achieves content protection comparable to that obtained by full -\ ;iqe|y ysed algebraic code-excited linear-prediction technigue.
encryption, as verified by both obrectlve measures an_d formal Th d sch deli t v effecti tent il
listening tests. For the low-protection scheme, encryption of as e.propose sc emes- eliver extremely efiective content pro
little as 30% of the bitstream virtually eliminates intelligibility as ~ tection and can be straightforwardly extended to a number of
well as most of the remaining perceptual information. Low-power, international telephony standards based on the same algorithm.
portable devices could therefore achieve very high levels of The paper is organized as follows. Partial encryption of mul-
speech-content protection at only 30-45% of the computational ieia data is presented in Section I1. The first part of Sec-
load qf current technlqugs, freeing resources for other tasks and tion 1Il. aft brief - f h ion techni
enabling longer battery life. ion Ill, after a brief review of speech compression techniques,

Index Terms—Encryption, low-power, multimedia_security describes pgrtlal gncryptlon of G.729 compressed speech. The
speech compression. speech perception: speech transmission. €St of Section Il is devoted tQ the analysis of effect|ve.ways

to evaluate performance. Section IV presents the experimental
results obtained in the form of objective distortion measures as
. INTRODUCTION well as results from formal listening tests to demonstrate the ef-
HE increasing relevance of multimedia applications ictiveness of the proposed partial encryption techniques.
placing a great demand on content protection and cus-
tomer privacy. Communications can be intercepted, especially ~ Il. PARTIAL ENCRYPTION OFMULTIMEDIA DATA
over wireless links. Since encryption can effectively prevent pjgital speech, audio, images and video bitstreams are char-
eavesdropping, its use is widely advocated. Unfortunatelygterized bynonuniform perceptual importancehe effects of
encryption and decryption are computationally demandingyrors can be much more pronounced for some bits than for
a severe problem in mobile, portable devices, where powghers. So far, perhaps the most significant application of the
consumption needs to be reduced as much as possible. The Rgfliniform sensitivity of multimedia signals to bit errors has
for encryption in wireless systems has led to intense activifgen Unequal Error Protection (UEP) schemes for multimedia
aimed at reducing the complexity of encryption algorithms [1},3nsmission over wireless channels.

One solution to the problem of introducing encryption into The same principle can also be applied to aid the introduc-
power-constrained, real-time multimedia applications is partighn of content encryption in low-power, wireless multimedia
encryption. Instead of encrypting multimedia signals in their egzenarios. Instead of encrypting the multimedia stream (voice,
tirety, only a subset of the bitstream is protected. The subsebjigdio, image or video) in its entirety, only a perceptually
chosen to cause, after encryption, the desired degree of degfsvant fraction of the stream is subject to encryption, while
dation after decoding. Proposed partial encryption (Sometimg remaining part is transmitted unprotected. Fig. 1 shows the

two alternative approaches: full content encryption is shown in
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Fig. 2. Block diagram of generic linear prediction based analysis-by-synthesis
speech coder.
output output . . T L
stream stream The analysis of bit error sensitivities for speech transmission

is usually carried out by systematically corrupting a given bit
(a) (b) and then measuring the corresponding drop in performance over
a speech database. Both objective distortion measures and lis-
tening tests are normally employed. Such approach leads to an

. ) . . . arrangement of the bits in order of perceptual importance.
protection and privacy with the minimum impact on power con-

sumption is attractive and worth investigating. A. Compression of Narrow-Band Speech

Development of partial encryption techniques for multimedia
signals require understanding of the bitstream format as well
The bits of a compressed speech bitstream are not percejpisiof its perceptual relevance. Since in most cases multimedia
ally equally important. Bit errors can have vastly different pesignals are transmitted compressed, analysis of the compression
ceptual impact, depending on specifically which bitis corruptedlgorithms is important.
Non-uniform bit sensitivity has been exploited to create channelln this work, the focus is on partial encryption techniques for
coding schemes that deliver different levels of protection to difelephone-bandwidth (or narrow-band) speech. Voice remains
ferent classes of bits. Such Unequal Error Protection approdhk fundamental service offered by wireless operators. Even in
achieves, for a given capacity, significantly better performanfgture media-rich wireless applications, speech will always be
than uniform protection of all bits. the basic functionality characterizing wireless communications.
Perceptually based partial encryption, too, depends on pktereover, in audio-visual communications, such as videocon-
ceptual classification of the bitstream. The objective, howeverferencing, it is well known that in case of limited channel ca-
not to preserve perceptual quality above given levels after trapscity, audio quality is to be preserved at the expense of video
mission and decoding, but, on the contrary, to cause the desigeality.
degree of signal content degradation. More formally, a pre-req-Telephone-bandwidth (300-3400 Hz), toll-quality speech
uisite of partial encryption is to identifthe smallest subset of can be represented digitally at 64 kb/s with nonuniform PCM,
the compressed bitstream that, if made unavailable due to &% in the ITU-T standard G.711. During the last decade,
cryption, causes the desired amount of degradation at the dewever, approximately the same quality has been achieved
coder.A smaller subset would not offer enough content proteet bit-rates in the 6-12 kb/s range by linear-prediction based
tion, while a larger one would wastefully increase system coranalysis-by-synthesis (LPAS) speech coding techniques (e.g.,
plexity, with adverse effects on the battery life of portable d¢§7]). Fig. 2 shows the block diagram of a generic LPAS speech
vices. coder: excitation signals, usually taken from a codebook, are
For speech, degradation may mean a decreasa&tofalness passed through the synthesis filter and the resulting signal is
a decrease dhtelligibility, or both. While in speech transmis-compared to the input speech. The excitation signal that gener-
sion the focus is mostly on the former, for speech protecti@tes the minimum error is selected and its index transmitted to
the attention is essentially on the latter. The assumption is,thre decoder. Efficient search techniques are possible when the
fact, that an eavesdropper is mostly, if not only, interested #tructure of the codebook is deterministic. Sparse codebooks
the semanticontentof the communication and, possibly, in thewith unity gain pulses have shown good performance and
identity of the speaker and only marginally interested in the dinited complexity. The speech coding technique based on such
gree of naturalness of the intercepted speech. The protectiomadebooks, sometimes referred to as Algebraic Code-Excited
other, potentially sensitive, kinds of information such as trafficinear Predictive coding (ACELP) [8], [9] is the basis for a
patterns or the fact that a targeted person is using the phonerarmber of speech coding telephony standards, including the
not addressed by the proposed technique. ETSI GSM 12.2 kb/s Enhanced Full-Rate [10], the ETSI GSM

Fig. 1. Comparison between partial and full encryption schema.

I1l. PARTIAL ENCRYPTION OFCOMPRESSEDSPEECH
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TABLE | Filename: ITO3M03a [Py | 3Bbits 4500%
BIT ALLOCATION FORITU-T G.729
Swiitch of LSP quantizer 0 W |
Symbol t Description ] Bits First stage vector of LSP [ . =
LO Switched MA predictor index of LSP quantizer 1 Second stage lower vector of LSP 5 4 1
L1 First stage vector of LSP quantizer 7 Second stage higher vectorof L5P 0 IR ]
L2 Second stage lower vector of LSP quantizer 5 ‘
L3 Second stage higher vector of LSP quantizer 5 Pich delay Tt sbF 7 N = N
P1 Pitch delay 1st subframe 8 Pasity bit o i [
PO Parity bit for pitch delay 1 Signs of pulses 1st sbF Y [ | _ ¥
S1 Signs of fixed-codebook pulses 1st subframe 4 Fixed codebook 1st sbF I [ . |
C1 Fixed codebook 1st subframe 13 Gain codebook stagel 1stsbE 3 4] a N
GAl Gain codebook (stage 1) 1st subframe 3 Gancodsbocksiage it § B — N
GB1 Gain codebook (stage 2) 1st subframe 4 P - —
P2 Pitch delay 2nd subframe 5 Pitch delay 2nd stF 3 ‘ﬂ —‘I — :
S2 Signs of fixed-codebook pulses 2nd subframe 4 Fixed codebook 2st sbF o W - L.
C2 Fixed codebook 2nd subframe 13 Signs of pulses 2nd sbF o A »
GA2 Gain codebook (stage 1) 2nd subframe 3 Gain codebook stagel 2ndsbF 3 4] [+]
GB2 Gain codebook (stage 2) 2nd subframe 4 Gain codebook stage2 2nd F 4 4] e [
. : Concealment = Segmental SNR (20ms)
4.75-12.2 kbis Adaptive Multi-Rate [11], the TIA 7.4 kb/c =" forden =1 6708
IS-641 Enhanced Full-Rate [12], and the ITU-T 8 kb/s G.72 oo Freme enors. 2 Random enccs [ % Spectal Distotiion
[13] i R [~ Burst erors |_25— % 74548

We chose to investigate partial encryption solutions for the
ITU-T G.729 CS-ACELP speech coding standard. Extensionft§: 3. Matlab tool to apply selective encryption to a G.729 compressed
the other ACELP-based speech coding standards is straightPc')trS—tream'
ward. G.'72.9 Is widely QSEd’ most cqnsplcuously n Voice OV% voiced and unvoiced speech and between speech and silence;
IP applications. It provides toll quality at 8 kb/s with low al-

I . I%itCh period and gender identification.
gorithmic delay and moderate complexity. The standard co " After svstematic informal listening tests. two sets of bits were
prises several Annexes, including lower (6.4 kb/s) and hig Y Ic| ! ng y W IS W

her . ; . ;
(11.8 kb/s) bit-rate extensions, a voice activity detector andﬁna”y selected: a larger, high-protection set, aimed at offering

low-complexity version v&elry strong protection against eavesdropping; and a smaller,
To better understandnpartial encryption applied to G.729 Corrrp_edium-prote_ctiqn set, in_tended to eliminate intelligibility, but
pressed speech, the main features of the standard are briefl;}s3 reeg;ﬂssi‘?:;gg in the bitstream some lesser clues about the
viewed. The frame size is 10 ms (80 samples), divided into 0o . o . .
. The high-protection set (or HIGH scheme) is shown in

subframes of 5 ms each. The spectral envelope informatio . .
; : - - ,E19. 4(a). It covers 36 bits out of 80, 45% of the overall bitrate
computed at every frame, quantized with a predictive, split-v coincides with the minimum set of class 1 proposed in [15].

scheme and transmitted using 18 bits. Two adaptive-codeb o )

indices are quantized, one per each subframe; the second in ér)l(clude_s vector quantization |nd|ce_s Ll and L.2' line spectral
is differentially quantized with respect to the first, for a total of equencies, the f'rSt. seven most _S|gn|f|cant bits (MSB's) of
and 5 bits, respectively. The fixed-codebook pulse positions af. absolutely quantized p'tCh pgnod (first ;ubframe) anq the
signs are represented with 13 and 4 bits per subframe respI é! three MSB's of the d|fferent|_ally qganﬂzed p'tCh. period
tively. Finally, the gains for both the adaptive and fixed-cod second subframe). Thg four gain indices are also integrally
book contributions are vector quantized with 7 bits per suBfOteCted' Three essgnhal features of speech, spectral enyelope,
frame, using a two-stage conjugate structure codebook for%{ECh contour and gain contour, are, therefore, severely, if not

. ) : ompletely, degraded.
overall total of 80 bits. Table | shows the b|tallocat|0nforG.72§. The low-protection set (or LOW scheme) is shown in

Fig. 4(b). It covers 24 bits out of 80 and it protects the same pa-
rameters protected by the HIGH scheme. Protection, however,
For G.729, several UEP schemes have been proposed (&e@seaker for all parameters, except P2 (differentially encoded
e.g., [14] and [15]). The minimum set of class 1 bits reportgsitch). The two least significant bits (LSB’s) of L1, L2, GB1
in [15], i.e., the 36 bits (out of 80) absolutely requiring erroand GB2 are now unprotected, together with the LSB of GA1
protection, was taken as the reference to start to experimant GA2. As for the HIGH scheme, the LSF index L3 and
with partial encryption of G.729 compressed speech. A tool dgdlse signs and locations are completely unprotected.
veloped in MATLAB was used in the selection process: using It is straightforward to adapt the proposed partial encryption
a graphical interface, shown in Fig. 3, specific subsets of teehemes to other ACELP speech coders, such as the ETSI GSM
G.729 bitstream could be selected, on a parameter by paramgfeR and AMR standards, or the TIA 1S-641 EFR. The parame-
basis, encrypted and the resultimmediately played back for pg#es of those coders are, in fact, very similar and the underlying
ceptual evaluation. Knowledge of the perceptual significance algorithm is essentially the same.
each parameter guided the process: spectral envelope and its eSryptoanalysis of partially encrypted bitstreams proved to be
sential role in intelligibility; gain and its role in discriminationtroublesome. The unprotected bits, in fact, are in general very

B. Partial Encryption of G.729 Speech
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bit 2) by means of objective distortion measures;

L0 L1 12 13 3) by means of formal listening tests.

The first approach consisted in analyzing specific features
Pl PO of speech signals subjected to partial encryption. Both spectral

S Cl and temporal features, in fact, carry well-studied perceptual sig-

nificance: the spectral envelope and in particular formant fre-

GAl GB1 guencies and bandwidths, is closely related to phoneme identi-

fication. Quasiperiodicity of the time-domain signal, or, equiva-

P2 lently, harmonic structure of the signal spectrum, are connected
o 2 to voicing and, through the absolute value of the fundamental
frequency, to gender identification.

GA2 GB2 (a) The second evaluation approach was based on objective
quality measures. In particular, segmental signal-to-noise
0 8 16 ratio (segSNR) and Spectral Distortion (SD) were employed

to evaluate the effectiveness of competing partial encryption
L0 L1 L2 L3 schemes.

The third approach consisted of formal listening tests con-
cerning the absolute performance of the proposed schemes.
S1 C1 Since standard quality-oriented listening tests, such as Mean
Opinion Scores (MOS) or A-B comparison tests, would not pro-
GAl GB1 vide direct information about intelligibility or speaker/gender

P2 identification, new subjective tests needed to be designed. The
attention was focused on the following tasks:

P1 PO

52 C2 1) intelligibility:
GA2 GR? (b) 2) gender identification;
3) plain-text identification;
Fig. 4. Partial encryption schemes for G.729: HIGH (a) and LOW (b) bit 4) Spe_eCh/non speech d'_scnmmatlon' )
allocations are shown, MSB to LSB moving from left to right. Bits subject to  Both high and low-encryption schemes were designed to pre-
encryption are shown in gray. vent comprehension. Listeners were therefore asked to listen to
a sentence, in their own mother language, but unknown to them

weakly correlated with the encrypted bits. The correlation f&1d then give an intelligibility score based on a 5-point scale:
f-ull,” “4-Good,” “3—Fair,” “2-Poor,” “1-Nothing.” If the

low not only between parameters, such as, e.g., the unprote&% -2 ;
fixed-codebook pulse locations (C1 and C2 in Fig. 4) and the ef£0T€ Was greater than one, that is, if the listener deemed to
crypted line spectral frequencies (L1, L2): it is also negligibIBa"e understood one or more words, he/she was asked to write
between encrypted and unencrypted bits belonging to the sai? dc_)wn and then to listen to the clear-text sentence, to verl_fy
parameter, especially when vector quantization is employed"|g/ner judgment. In case of match between perceived and orig-
is, however, not unconceivable that a determined attacker collld words“, the score was confirmed, otherwise it was down-
try to identify a speaker, particularly for a small number of pgdraded to “1-Nothing.” Matches were rather loosely evaluated:
tential speakers, by means of a Gaussian mixture model usﬁ@ustlcal S|m|!ar|ty be_tween estlmates and original Words was
only the unencrypted bits. Although this is unlikely to be an ea ough to confirm the f|r_st score. Ll_steners were free to listento
problem, the approach could be the subject of further study. (€ Sentences as many time as desired, thus approaching the con-
The security of the proposed technique depends on the dition of an offline aqalyst rather than a real-tlme eqyesQroppgr.
curity of the encryption layer that cyphers the protected bits. The second experiment focused on gender identification. Lis-
For the remainder the this work, we will assume perfect encryjners were asked to listen to encrypted sentences and to guess
tion, that is, all protected bits are unavailable for decoding. Ev&t Speaker gender as “male,” *female,” or “don’tknow.” Again,
more effective security could be possible if the identity of the efey were free to repeat their listening experience at will.
crypted bits in each frame is, instead of being pre-determined,The third experiment concerned the case of speech commu-
selected by a pseudo-random sequence, resulting in doublerigations based on a limited vocabulary, e.g., commands, or
cryption. The total number of bits encrypted would be the sam@rompts of an automated response system. In such cases, the
resulting in approximately the same power usage, but obtainiégvesdropper is assumed to know the vocabulary and the ob-
partial information based on the unencrypted bits would be evi@stive of the protection scheme is to obtain rates of successful

more difficult. identification comparable to random choice. In our case, lis-
teners heard four clear-text sentences. Successively, they heard
C. Performance Evaluation one of the four sentences, randomly chosen, encrypted and they

were asked to match it with one of the four original sentences,

Performance of the proposed partial encryption schemes Was, vote “don’t know.” Repeated listenings, in any order, were
evaluated: allowed.

1) by signal inspection, in both the time and the frequency Finally, the fourth experiment evaluated the ability to dis-
domains; criminate between speech and nonspeech encrypted signals.
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Fig. 5. Partial encryption of a sentence (ltalian text “Il carrettiere frusta jtig 6. Partial encryption of speech signal corresponding to the word fragment
cavallo troppo lento”): the original signal is shown in (a). Partially encryptefiere/ (final part of Italian word “carrettiere”: the original signal is shown in
signals using the (b) HIGH and (c) LOW encryption schemes for G.729 afg). partially encrypted signals using the (b) HIGH and (c) LOW encryption
shown. schemes for G.729 are shown.

This ability could be of interest to an eavesdropper scanning
for speech vs. silence in a database of speech recordings. Ini&iiirly well preserved. Inter-word pauses, as well as silences
case, listeners were asked to classify the signals as “spee@gfore and after the sentence, are easily identified. Intelligibility

“nonspeech” or “don’t know.” is still practically zero, but the perception that the noise-like
signal might be speech, albeit highly distorted, is possible.
IV. RESULTS AND DISCUSSION Fig. 6 shows a fragment of the previous sentence, more

Both the HIGH and LOW partial-encryption schemes wergpecifically the final part, /tiere/, of the Italian word “car-
applied to flat filtered clean speech taken from the NTT Multrettiere.” The signal is characterized by a plosive sound, /t/,
lingual Speech Database. The material was encoded usingftiowed by strongly voiced phonemes, f/iere/. The HIGH
ITU-T G.729 floating-point reference software. The resultingncryption scheme erases both the time-domain structure of
bitstreams were partitioned according to the schemes showihie plosive and the periodicity of the voiced part, as shown in
Fig. 4, with the encrypted bits assumed to be perfectly protecteid). 6(b). Significantly more is apparently retained, at least in
and thus replaced with a random sequence of binary digits. the time-domain, after LOW partial encryption, as can be seen
nally, standard-compliant G.729 decoding generated the outjiuFig. 6(c).

material. Since most of the analysis performed by the hearing system
. _ is in the frequency domain, the spectrum of the penultimate
A. Signal Inspection vowel of the same word fragment, /tiere/, has been analyzed.

Fig. 5 shows an example sentence. Comparison of the origif&]. 7(a) shows the magnitude spectrum of the original vowel.
signal, shown in Fig. 5(a), to the signal subject to HIGH parti#l clear harmonic structure with fundamental frequency of ap-
encryption, shown in Fig. 5(b), indicates a very high degree pfoximately 250 Hz characterizes most of the spectrum. A spec-
content destruction. Analysis of the partially encrypted signtthl envelope with at least two formants is distinctly discernible.
alone does not even permit to discriminate between speech &uath the HIGH and the LOW encryption schemes completely
silence. Informal listening confirms that the signal sounds noiseliminate the harmonic structure, as shown in Fig. 7(b) and (c).
like, with no hints of perceptual content. The HIGH encryption scheme leaves almost no detectable spec-

The effects of the LOW partial encryption scheme are shovral envelope, confirming the total absence of perceptual content
in Fig. 5(c). In this case, the energy contour of the sentenseggested by informal listening.
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TABLE I
OBJECTIVE DISTORTION MEASURES OFPARTIALLY ENCRYPTED SPEECHWITH RESPECT TOORIGINAL SPEECH COMPUTED OVER 192 4-$COND SENTENCES
(50% MALE, 50% FEMALE). SEGMENTAL SNR VALUES FOR 20-MS SEGMENTS

| FULL encryption | HIGH encryption | LOW encryption

Segmental SNR -18.74 dB -18.41 dB -9.91 dB
Spectral Distortion 8.14 dB 7.60 dB 6.23 dB
TABLE 1l
FORMAL LISTENING TEST RESULTS FOREXPERIMENTS 1 THROUGH 4
Experiment I HIGH encryption | LOW encryption
1. Intelligibility (1 to 5) [ 1.00 | L1l
| No vote | True | False [ Novote | True | False
2. Gender Identification 356 % | 41.4% | 23.0% | 221 % | 60.6% | 17.3 %
3. Plain-Text Identification 308% | 179% | 51.3% | 180% | 41.0% | 41.0 %

4. Speech/Non-Speech Discrimination || 144 % | 44.2 % | 414 % | 10.6 % | 60.6 % | 28.8 %

encryption schemes and to supplement other performance
evaluation data.

Segmental SNR was used to compare partially encrypted
- signals to corresponding clear-text sentences. The segment size
was 20 ms, no overlapping, no threshold. Table Il shows the
segSNR values for both HIGH and LOW partial encryption
| schemes. The performance gap between the schemes is almost
0 500 1000 1500 2000 2500 3000 3500 ac0o 9 dB.HIGH encryption is only 0.3 dB below the performance
Frequency (Hz) of full encryption.

Table 1l also reports Spectral Distortion (SD) values for
HIGH, LOW and full encryption schemes. As in the case of
) segSNR, the performance of HIGH encryption is very close to
5 -50f 1 that of full encryption £0.5 dB) and significantly higher than
[
i)

[ — Hanning window of size 2048 |

1

[ — Hanning window of size 2048 |

the performance of LOW scheme 1.4 dB).

th 4t - In the following Section, we will see how the insight gained

-100 M“‘ l“ NM‘MM il | M y 1 by signal inspection and objective performance measures corre-
0 500 1000 1500 2000 250 N 00 3500 000 late with the responses of listeners in formal listening tests.

Frequency (Hz)
(C) . : : : C. Formal Listening Tests
0 -

[ — Hanning window of size 2048 ]

The test material was presented to 13 different listeners, all
using headphones in a controlled environment. The four exper-
- iments described in Section IlI-C were carried out to assess the
subjective performance of HIGH and LOW partial encryption.
For the first experiment (intelligibility), sixteen sentences (eight
MMM for HIGH and eight for LOW encryption), each four seconds
: : ' : long, were used, as for the second (gender identification) and
1500 2000 2500 3000 3500 4000 oo A .

Frequency (Hz) fo_urth (spe_ech/nonsp_eech d!scrlm!nat!on) experiments. For the

third experiment (plain-text identification), six sets (three for
Fig. 7. Partial encryption of speech signal corresponding to a vowel (th¢|GH, three for LOW) of four sentences each were used.

penultimate /e/ sound of the Italian word “carrettiere”): magnitude spectrum of Table Il shows the overall results. For HIGH encryption the
the original signal is shown in (a). Magnitude spectra for partially encrypted : !

G.729 signals using the (b) HIGH and (c) LOW encryption schemes are shomte”igib”it_y avera_'ge chre was preCise_ly 1-(_)! corresp_onding to
“Nothing” in the five point scale described in a previous sec-

B. Objective Performance Measures tion: nothing intelligible was ever discerned in the 104 stimuli

presented to the listeners. Moreover, no score downgrading ever

~Segmental signal-to-noise ratio (segSNR) and spectighy place, i.e., no listener ever had the perception of under-
distortion (SD) were used to objectively assess the performanggnding a word. For LOW encryption, the intelligibility average
of the partial encryption schemes under investigation. Speegdpre was 1.11. In a few cases, in fact, the listeners indicated to
material consisting of 192 sentences, each four seconds loRgve understood something and, by a rather loose verification
spoken by both male and female speakers, were encoded usifigrion, their perception was close enough to the original un-
the ITU-T G.729 reference software and then partially erncrypted signal to be classified as successful.
crypted with the proposed HIGH and LOW schemes. Although The success rate for gender identification was certainly sta-
absolute segSNR and SD values are not descriptive per se, tlitycally better than random guesses for LOW partial encryp-
are quite useful to compare the performance of different parttédn. For HIGH encryption, too, identification rate is statistically

0 500 1000
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better than random (95% confidence interval). It has to be said[5] H. C. H. Cheng, “Partial Encryption for Image and Video Communica-

however, that this experiment was run together with the pre- _ tion,” M.S. thesis, Univ. Alberta, Edmonton, AB, Canada, 1998.
. . h h inimize Ii . [6] H. Cheng and X. Li, “Partial encryption of compressed images and
vious experiment, to shorten the test and to minimize istening videos,”[EEE Trans. Signal Processingol. 48, pp. 2439—2451, Aug.

fatigue. In that experiment, whenever the intelligibility vote was ~ 2000.

wq » i i i [7] W. B. Kleijn and K. K. Paliwal,Speech Coding and Synthesig. B.
greater than “1,” the listener would hear the original signal to Kleijn and K. K. Paliwal, Eds. Amsterdam, The Netherlands: Elsevier,

verify whether his/her guess was right. In doing so, knowledge 1995 ch. 3.
of the speaker’s gender would be gained and matched to his/hdB] C. Laflamme, J.-P. Adoul, H. Y. Su, and S. Morissette, “On reducing

; ; i io_ computational complexity of codebook search in CELP coder through
prosody and speaklng rate, Ieadmg to, accordlng to some lis the use of algebraic codes,” Proc. IEEE Int. Conf. Acoust., Speech,

teners, better gender identification skills. Signal Processingl990, pp. 177—180.
For HIGH encryption, plain-text identification success rate [9] C. Laflamme, J.-P. Adoul, R. Salami, S. Morissette, and P. Mabilleau,

; ot f . _thi “16 kpbs wideband speech coding technique based on algebraic CELP,”
is statistically equivalent to random guesses; a full one-third of in Proc. IEEE Int. Conf. Acoust., Speech, Signal Procesdiag1, Paper

the responses were “don’t know.” The performance is worse for  s1.4, pp. 13-16.
LOW encryption, where the likelihood of identifying the correct [10] K. Jarvinen, J. Vainio, P. Kapanen, T. Honkanen, P. Haavisto, R. Salami,

: C. Laflamme, and J.-P. Adoul, “GSM enhanced full rate speech codec,”
sentence is about 50% (compared to 25% for random guesses). "' 50 " \EEE Int. Con. Acoust., Speech, Signal ProcesﬁpQQZ op.

“Don’t know” votes are down to 20% of the total votes. 771-774.
Speech/nonspeech discrimination is again statistically equivd1] E. Ekudden, R. Hagen, . Johansson, and J. Svedberg, “The adaptive

- : multi-rate speech coder,” iRroc. IEEE Workshop Speech Coding for
alent to random guesses for the case of HIGH partial encryption. Telecommunicationg 999, pp. 117-119.

LOW encryption, instead, leads to 66% success rate, as opposgd] T. Honkanen, J. Vainio, K. Jarvinen, P. Haavisto, R. Salami, C.
to 50% for random guesses. Laflamme, and J.-P. Adoul, “Enhanced full rate speech codec for
1S-136 digital cellular system,” irProc. IEEE Int. Conf. Acoust.,
Speech, Signal Processintp97, pp. 731-734.
\/.. CONCLUSIONS [13] R. Salamiet al, “Design and description of CS-ACELP: A toll quality
8 kb/s speech coderlEEE Trans. Speech Audio Processingl. 6, pp.

Perception-based, partial encryption schemes for telephone = 116-130, Mar. 1998.

. P. Kroon and Y. Shoham, “Performance of the proposed ITU-T 8 kb/s
bandwidth speech were presented. Speech compressed b ﬂ speech coding standard for a Rayleigh fading channelProt. IEEE

widely-used speech coding algorithm, ITU-T G.729 at 8 kb/s,  workshop on Speech Coding for Telecommunicatiénsapolis, MD,

was partitioned in two classes, one, the most perceptuall ) iegt- 1995, tphp- 11A—1§- H o and M. Austin. “Selecti
. dWwaminathan, A. R. Flammons Jr., an . AUSUN, “>elective error
relevant, to be encrypted, the other, to be left unprOteCted' T protection of ITU-T G.729 CODEC for digital cellular channels,” in

partial-encryption techniques were developed, a low-protection  Proc. IEEE Int. Conf. Acoust., Speech, Signal Processi®§6, pp.
scheme, aimed at preventing most kinds of eavesdropping and 577-580.

a high-protection scheme, based on the encryption of a larger

share of perceptually important bits and meant to perform as

well as full encryption of the compressed bitstream.

The high-protection scheme, based on the encryption of abi
45% of the bitstream, achieves content protection compara
to that obtained by full encryption of the bitstream, as verifie
by both objective measures and formal listening tests. For t
low-protection scheme, encryption of as little as 30% of the bi
stream virtually eliminates intelligibility as well as most of the

cessing, coding and trasmission over IP and wireless

remaining information.
Low gW r rtable devi Id therefor hieve v networks. He collaborates with the Center for Wire-
ow-power, portable devices cou erefore achieve VEfY. \yitimedia Communications (CERCOM) of the Politecnico di Torino.

high levels of speech-content protection at only 30-45% of thewr. Servetti is a student member of the IEEE Signal Processing Society.
computational load of current techniques, freeing resources for
other tasks and enabling longer battery life.
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